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FIG. 3G
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FIG. 4B
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FIG. 4G
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1
ANTI-TAMPERING PROTECTION
ASSEMBLY

This application is a continuation of U.S. patent applica-
tion Ser. No. 13/180,123, filed Jul. 11, 2011, entitled “ANTI-
TAMPERING PROTECTION ASSEMBLY™, the disclosure
of which is incorporated by reference.

FIELD OF THE INVENTION

The present invention relates to tamper protection of
objects, such as circuits containing sensitive data, and gal-
vanic data links.

BACKGROUND OF THE INVENTION

The following patent publications are believed to represent
the current state of the art:
U.S. Pat. Nos. 7,898,413; 6,853,093 and 6,646,565.

SUMMARY OF THE INVENTION

The present invention seeks to provide improved apparatus
and methodologies for tamper protection of objects, such as
circuits containing sensitive data, and galvanic data links.

There is thus provided in accordance with a preferred
embodiment of the present invention an anti-tampering pro-
tection assembly for sensing tampering with at least one
conductor, the anti-tampering protection assembly including
unpredictably varying signal generating circuitry, connected
to the at least one conductor, for providing unpredictably
varying signals on the at least conductor and tampering sens-
ing circuitry for sensing tampering with the at least one con-
ductor.

Preferably, the unpredictably varying signal generating cir-
cuitry applies the unpredictably varying signals at various
locations along the at least one conductor. In a preferred
embodiment of the present invention the unpredictably vary-
ing signals include analog signals.

In accordance with a preferred embodiment of the present
invention the tampering sensing circuitry senses tampering
with the at least one conductor by sensing changes in the
unpredictably varying signals resulting from the tampering.

Preferably, the unpredictably varying signal generating cir-
cuitry operates by at least one of changing the topology of the
unpredictably varying signal generating circuitry and chang-
ing at least one applied signal applied thereto. Additionally,
the unpredictably varying signal generating circuitry includes
circuitry wherein at least one of the following is supplied to
the tampering sensing circuitry: circuit components, circuit
component values, ground connections, locations at which
the at least one applied signal is applied, locations from which
an unpredictable signal is supplied to the at least one conduc-
tor, locations at which an unpredictable signal is supplied to
the at least one conductor and locations from which at least
one received signal is received.

In accordance with a preferred embodiment of the present
invention the unpredictably varying signal generating cir-
cuitry includes signal generation circuitry having unpredict-
able input signal generation functionality. Additionally, the
signal generation circuitry includes circuitry wherein selec-
tion of least one of a signal generator and at least one specific
signal to be generated are unpredictably variable.

Preferably, at least one of signal shape, amplitude, fre-
quency and phase ofthe atleast one specific signal is variable.
Additionally, the at least one specific signal includes at least
a first signal and a second signal, wherein the first signal is
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different from the second signal and wherein the first signal is
applied at a first location and the second signal is applied at a
second location. Alternatively, the at least one specific signal
includes consecutive plural different signals at consecutive
different times.

In accordance with a preferred embodiment of the present
invention the at least one conductor includes multiple dispar-
ate grids located at various locations in the unpredictably
varying signal generating circuitry. Preferably, the at least one
conductor includes a multiplicity of closely spaced conduc-
tors.

In accordance with a preferred embodiment of the present
invention at least part of the at least one conductor forms part
ofat least one of a protective circuit, data line and control line.
Preferably, at least part of the at least one conductor forms
part of at least one of an integrated circuit and a printed circuit
board.

Preferably, the tampering sensing circuitry includes a
library of stored expected received signals.

In accordance with a preferred embodiment of the present
invention the tampering sensing circuitry includes calcula-
tion functionality for calculating expected received signals.
Additionally, the calculation functionality employs Simula-
tion Program with Integrated Circuit Emphasis (SPICE)
functionality.

Preferably, the tampering sensing circuitry includes a com-
parator which ascertains a difference between an expected
received signal and an actual received signal. Additionally,
the difference is applied to a threshold which represents a
difference which is indicative of tampering. In accordance
with a preferred embodiment of the present invention the
assembly is operative in response to exceedance of the thresh-
old to generate a tampering alarm.

In accordance with a preferred embodiment of the present
invention the at least one conductor is physically arranged to
at least partially surround an object to be protected and to
impede physical access thereto. Preferably, wherein the at
least one conductor is connected to the tampering sensing
circuitry. In accordance with a preferred embodiment of the
present invention the at least one conductor is arranged on a
protective enclosure in which or on which are located at least
one of security-sensitive components storing sensitive data
and data lines carrying security-sensitive information.

In accordance with a preferred embodiment of the present
invention the unpredictably varying signal generating cir-
cuitry is embodied in circuitry which includes discrete active
components. Additionally or alternatively, the unpredictably
varying signal generating circuitry is embodied in circuitry
which includes discrete passive components. Alternatively or
additionally, the unpredictably varying signal generating cir-
cuitry is embodied in circuitry which includes analog com-
ponents. Additionally or alternatively, the unpredictably
varying signal generating circuitry is embodied in circuitry
which includes digital components.

Preferably, theunpredictably varying signal generating cir-
cuitry is embodied in a secure keypad device. Additionally, at
least part of the unpredictably varying signal generating cir-
cuitry is embodied in circuitry which is incorporated in a
controller which controls the operation of the secure keypad
device.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be understood and appreciated
more fully from the following detailed description, taken in
conjunction with the drawings in which:
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FIG. 1 is a simplified illustration of a secure keypad device
constructed and operative in accordance with a preferred
embodiment of the present invention;

FIGS. 2A-2F are simplified partially pictorial, partially
schematic illustrations of tamper protection for a secure key-
pad device in accordance with a preferred embodiment of the
present invention;

FIGS. 3A-3H are simplified signal diagrams correspond-
ing to effective circuits A-H illustrated in FIG. 2A for a simple
time-varying applied signal;

FIGS. 4A-4H are simplified signal diagrams correspond-
ing to effective circuits A-H illustrated in FIG. 2B for a simple
time-varying applied signal;

FIGS. 5A-5G are simplified signal diagrams correspond-
ing to effective circuits A-G illustrated in FIG. 2C for a simple
time-varying applied signal;

FIGS. 6 A-6F are simplified signal diagrams corresponding
to effective circuits A-F illustrated in FIG. 2D for a simple
time-varying applied signal;

FIGS.7A-7F are simplified signal diagrams corresponding
to effective circuits A-F illustrated in FIG. 2E for a simple
time-varying applied signal;

FIGS. 8A-8E are simplified signal diagrams corresponding
to effective circuits A-E illustrated in FIG. 2F for a simple
time-varying applied signal;

FIGS. 9A & 9B are simplified circuit diagrams for two
different effective circuits in a secure keypad device in accor-
dance with a preferred embodiment of the present invention
and signal diagrams for a square wave applied signal applied
to the two different effective circuits;

FIGS. 10A & 10B are simplified circuit diagrams for two
different effective circuits in a secure keypad device in accor-
dance with a preferred embodiment of the present invention
and signal diagrams for plural different signals simulta-
neously applied thereto;

FIG. 11 is a simplified circuit diagram for a selected effec-
tive circuit in a secure keypad device in accordance with a
preferred embodiment of the present invention and a signal
diagram for consecutive two different signals at consecutive
different times applied to that effective circuit;

FIG. 12 is a simplified functional block diagram of an
anti-tampering protection assembly (ATPA) of FIG. 1 con-
structed and operative in accordance with a preferred embodi-
ment of the present invention;

FIG. 13 is a simplified electrical circuit, associated with
signal and topography selection functionalities in FIG. 12;

FIG. 14 is a simplified flowchart illustrating the operation
of tamper ascertaining functionality including the controller
functionality of FIG. 12B; and

FIGS.15A & 15B are Bode plots and corresponding circuit
diagrams for an exemplary effective circuit in respective non-
tampered and tampered states.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Reference is now made to FIG. 1, which is a simplified
illustration of a secure keypad device constructed and opera-
tive in accordance with a preferred embodiment of the present
invention. The secure keypad device may be a PIN pad, a
point of'sale device, a cash register, an ATM or any other input
device adapted to receive sensitive data.

As seen in FIG. 1, there is provided a secure keypad device
100, such as the point of sale device illustrated in FIG. 1,
preferably including a protected enclosure 101 in which or on
which are located security-sensitive components, such as a
controller 102, a memory 103 storing personal data, encryp-
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tion keys and the like, and data lines 104 carrying security-
sensitive information, for example between controller 102
and memory 103. The protected enclosure 101 preferably
includes one or more wires, traces or other grid elements 105,
preferably arranged in a closely spaced arrangement such as
a dense grid. An anti-tampering protection assembly (ATPA)
110 is provided for sensing tampering with either or both data
lines 104 and grid elements 105. Hereinafter, one or more
data lines 104 and/or one or more grid elements 105 are
collectively referred to as conductors 106.

The anti-tampering protection assembly 110 may be
embodied in circuitry which includes discrete active and/or
passive, analog and/or digital components or alternatively
may be embodied in an integrated circuit or in a hybrid circuit.
All or part of the anti-tampering protection assembly 110 may
be incorporated in controller 102, which controls the opera-
tion of the secure keypad device 100. Alternatively, the anti-
tampering protection assembly 110 may be partially or com-
pletely separate from the controller 102.

In accordance with a preferred embodiment of the present
invention, the anti-tampering protection assembly 110
includes unpredictably varying signal generating circuitry,
connected to conductors 106, for providing unpredictably
varying signals on conductors 106, and tampering sensing
circuitry, for sensing tampering with conductors 106. The
term “unpredictably varying signals” refers to one or more
signals applied at one or more locations, which are unpredict-
able in the sense that a potential tamperer could not ascertain
what they are in sufficient time to enable him to emulate them.

In accordance with a preferred embodiment of the present
invention, the unpredictably varying signals are supplied to
conductors 106 at various locations therealong. It is appreci-
ated that conductors 106 may be in the form of one or more
grids and/or data lines which are distributed at various loca-
tions in the secure keypad device 100.

For example, as seen in FIG. 1, unpredictably varying
signals may be supplied to grid elements 105 at one or more
oflocations designated by Roman numerals [, I, IIT, IV, V and
VI and may be supplied to data lines 104 at one or more of
locations designated by Roman numerals VII, VIIL, IX, X and
XL

It is a particular feature of the present invention that the
tampering sensing circuitry senses tampering with conduc-
tors 106 by sensing changes in the unpredictably varying
signals resulting from tampering. This is preferably achieved
by comparing the expected received signal from the unpre-
dictably varying signals with the actual received signals. It is
noted that the expected received signals resulting from the
unpredictable signals is known to the tampering sensing cir-
cuitry, but not to the tamperer.

Preferably, theunpredictably varying signal generating cir-
cuitry operates by at least one of changing its topology and by
changing at least one input signal applied thereto.

In accordance with one embodiment of the present inven-
tion, the unpredictably varying signal generating circuitry
includes circuitry having unpredictably variable topology. In
this circuitry, preferably at least one of circuit components,
circuit component values, ground connections and signal
injection locations are variable.

Reference is now made to FIGS. 2A-2F, which are simpli-
fied partially pictorial, partially schematic illustrations of
tamper protection for a secure keypad device in accordance
with a preferred embodiment of the present invention.

As seen in FIG. 2A, a secure keypad device 111 includes a
housing, preferably including a top housing element 112 and
a bottom housing element 113. Top housing element 112
includes, on a top surface 114 thereof, a display window 115
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through which a display 116 may be viewed. An array 117 of
keys 118 is engageable on top surface 114.

An anti-tampering grid 122, preferably formed of a multi-
plicity of anti-tampering dense electrical conductors 124, is
preferably provided to define a protective enclosure within
the housing. Alternatively or additionally, a protective enclo-
sure may be defined within a secure integrated circuit 126,
which may be within or outside the protective enclosure
defined by grid 122.

One or more galvanic data links 130, preferably formed as
one or more conductors, may be provided in the secure key-
pad device for carrying sensitive data, typically between a
controller 132, which corresponds to controller 102 in FIG. 1,
and amemory 134, which corresponds to memory 103 in FIG.
1.

In accordance with a preferred embodiment of the present
invention, at least one of anti-tampering grid 122 and one or
more galvanic data links 130 form part of an electrical circuit
140. Electrical circuit 140 preferably includes at least one of
aplurality of circuit components, preferably including at least
one of a resistance, a capacitance and an inductance, here
respectively indicated by reference numerals 142, 144 and
146.

Further in accordance with a preferred embodiment of the
invention, preferably at least one or more, preferably plural,
circuit switches 148, preferably Field-Effect Transistors
(FETs) or Bipolar Junction Transistors (BJTs), are arranged
in circuit with the grid 122 and/or galvanic data link 130,
defining an electrical circuit therewith which is characterized
in that its circuit functionality is selectable. In the illustrated
embodiment of FIG. 2A, the circuit switches 148 are identi-
fied by designators S1, S2 and S3.

In accordance with a preferred embodiment of the present
invention, an anti-tampering protection assembly (ATPA)
150, which corresponds to ATPA 110 (FIG. 1), is provided to
apply a signal, hereinafter termed an applied signal, to one or
more of the conductors constituting the grid 122 or galvanic
data link 130. As noted above with respect to FIG. 1, ATPA
150 may be embodied in controller 132. The applied signal
may be selectably applied at a first location selected from one
or more of a plurality of selectable locations along the grid
122, here designated by numerals, 1, 2, 3 & 4 along grid 122
and correspondingly by numerals 5, 6, 7 and 8 along galvanic
data link 130. In the illustrated embodiment of FIG. 2A, the
signal is applied at location 1, designated Tx1, which corre-
sponds to location 5 along galvanic data link 130.

Further in accordance with a preferred embodiment of the
present invention, the ATPA 150 is also operative to receive at
least one signal, hereinafter referred to as a received signal,
which corresponds to the applied signal at at least a second
location along the at least one conductor in circuit 140. In the
illustrated embodiment of FIG. 2A, the received signal is
received at location 2 along grid 122 and designated Rx2,
corresponding to location 6 along galvanic data link 130.

Additionally, in accordance with a preferred embodiment
of'the present invention, the ATPA 150 has additional tamper
detection functionality including circuit selection functional-
ity operative to select at least one of the first location, the
second location and at least one circuit function of atleast one
of said plurality of circuit components.

In the illustrated embodiment of FIG. 2A, the at least one
circuit function is selected by the ATPA 150 by selecting the
open/closed state of the plural circuit switches 148.

The ATPA 150 preferably also includes signal correlation
functionality operative to receive the received signal from the
second location and to correlate the received signal with the
applied signal thereby to ascertain whether the conductor has
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been tampered with and more preferably the region at which
the tampering occurred. Perceived tampering responsive cir-
cuitry 154, preferably located within the protective grid 122
or embodied in a secure integrated circuit, is operative in
response to an output of the ATPA 150 or forms part of the
ATPA, and preferably provides an alarm indication of tam-
pering and/or is operative to disable some or all of the func-
tions of the secure keypad device 111.

Itis appreciated from a consideration of FIG. 2A, that there
exist eight combinations of open/closed status of the switches
S1, S2 and S3. Each of the eight illustrated combinations
produces a different effective electrical circuit. The eight
different effective electrical circuits are each illustrated in
FIG. 2A and are designated by letters A, B, C, D, E, F, G & H.

It is noted that for the purposes of simplicity of illustration
of effective circuits A-H and clarity of description, switches
S1, S2 and S3 are here indicated as theoretical switches,
which are either fully open (infinite resistance) or fully closed
(zero resistance). Switches S1, S2 and S3 are each preferably
amodel MTD2955/ON manufactured by ON Semiconductor
of Phoenix Ariz.

For example, when all of switches S1, S2 and S3 are open,
electrical circuit 140 appears as shown at A. Effective elec-
trical circuits designated by letters B-H each include an indi-
cation of the respective open/closed status of the switches S1,
S2 and S3.

Reference is now made to FIG. 2B, which illustrates a
secure keypad device 200, which includes a housing, prefer-
ably including a top housing element 202 and a bottom hous-
ing element 204. Top housing element 202 includes, on a top
surface 206 thereof, a display window 208, through which a
display 209 may be viewed. An array 210 of keys 212 is
engageable on top surface 206.

An anti-tampering grid 222, preferably formed of a multi-
plicity of anti-tampering dense electrical conductors 224, is
preferably provided to define a protective enclosure within
the housing. Alternatively or additionally, a protective enclo-
sure may be defined within a secure integrated circuit 226,
which may be within or outside the protective enclosure
defined by grid 222.

One or more galvanic data links 230, preferably formed as
one or more conductors, may be provided in the secure key-
pad device for carrying sensitive data, typically between a
controller 232, which corresponds to controller 102 in FIG. 1,
and amemory 234, which corresponds to memory 103 in FIG.
1.

In accordance with a preferred embodiment of the present
invention at least one of anti-tampering grid 222 and one or
more galvanic data links 230 form part of an electrical circuit
240. Electrical circuit 240 preferably includes at least one of
aplurality of circuit components, preferably including at least
one of a variable resistance, a variable capacitance and a
variable inductance, here respectively indicated by reference
numerals 242, 244 and 246.

A preferred embodiment of a selectably variable resistance
242 is an ACAC 0612 commercially available from Vishay
Intertechnology, Inc. A preferred embodiment of a selectably
variable capacitance 244 is a X90100 digital variable capaci-
tor commercially available from Intersil Americas Inc. of
Milpitas, Calif.

Selectably variable inductance 246 may be realized by
employing a conventional gyrator having a selectably vari-
able resistance and capacitance.

At least one or more, preferably plural, circuit switches
248, preferably FETs or BITs, are arranged in circuit with the
grid 222 and/or the galvanic data link 230. In the illustrated
embodiment of FIG. 2B, the circuit switches are identified by
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designators S1, S2 and S3 and switches S1, S2 and S3 are
open. Alternatively, switches S1, S2 and S3 and the circuit
portions including them may be eliminated.

In accordance with a preferred embodiment of the present
invention, an anti-tampering protection assembly (ATPA)
250, which corresponds to ATPA 110 (FIG. 1), is provided to
apply a signal, hereinafter termed an applied signal, to one or
more of the conductors constituting the grid 222 or galvanic
data link 230. As noted above with respect to FIG. 1, ATPA
250 may be embodied in controller 232. The applied signal
may be selectably applied at a first location selected from one
or more of a plurality of selectable locations along the grid
222, here designated by numerals, 1, 2, 3 & 4 along grid 222
and correspondingly by numerals 5, 6, 7 and 8 along galvanic
data link 230. In the illustrated embodiment of FIG. 2B, the
signal is applied at location 1 and designated as Tx1, which
corresponds to location 5 along galvanic data link 230.

Further in accordance with a preferred embodiment of the
present invention, the ATPA 250 is also operative to receive at
least one signal, hereinafter referred to as a received signal,
which corresponds to the applied signal at at least a second
location along the at least one conductor in circuit 240. In the
illustrated embodiment of FIG. 2B, the received signal is
received at location 2 along grid 222 and designated as Rx2,
corresponding to location 6 along galvanic data link 230.

Additionally in accordance with a preferred embodiment
of the present invention, the ATPA 250 has additional tamper
detection functionality including circuit selection functional-
ity operative to select at least one of the first location, the
second location and at least one circuit function of atleast one
of said plurality of circuit components.

In the illustrated embodiment of FIG. 2B, the at least one
circuit function is selected by the ATPA 250 by selecting the
values of the plurality of selectably variable circuit compo-
nents, such as components 242, 244 and 246.

The ATPA 250 preferably also includes signal correlation
functionality operative to receive the received signal from the
second location and to correlate the received signal with the
applied signal thereby to ascertain whether the conductor has
been tampered with and more preferably the region at which
the tampering occurred. Perceived tampering responsive cir-
cuitry 254, preferably located within the protective grid 222
or embodied in a secure integrated circuit, is operative in
response to an output of the ATPA 250 or forms part of the
ATPA 250, and preferably, provides an alarm indication of
tampering and/or is operative to disable some or all of the
functions of the secure keypad device 200.

It is appreciated from a consideration of FIG. 2B, that there
exist multiple combinations of values of the plurality of
selectably variable circuit components. Each of the eight
illustrated combinations produces a different effective elec-
trical circuit. The eight different effective electrical circuits
are each illustrated in FIG. 2B and are designated by letters A,
B,C,D,E,F,G&H.

It is noted that for the purposes of simplicity of illustration
of effective circuits A-H and clarity of description, switches
S1, S2 and S3 are here indicated as theoretical switches,
which are either fully open (infinite resistance) or fully closed
(zero resistance). Switches S1, S2 and S3 are each preferably
amodel MTD2955/ON manufactured by ON Semiconductor
of Phoenix Ariz. In circuits A-H of FIG. 2B, switches S1, S2
and S3 are open.

For example, when the values of the variable components
are R1=50€2, [.1=1 pH and C1=100 uF, electrical circuit 240
appears as shown at A. Effective electrical circuits designated
by letters B-H each have differing values of at least one of the
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variable components and each include an indication of the
values of the circuit components.

Reference is now made to FIG. 2C, which illustrates a
secure keypad device 300, which includes a housing, prefer-
ably including a top housing element 302 and a bottom hous-
ing element 304. Top housing element 302 includes, on a top
surface 306 thereof, a display window 308, through which a
display 309 may be viewed. An array 310 of keys 312 is
engageable on top surface 306.

An anti-tampering grid 322, preferably formed of a multi-
plicity of anti-tampering dense electrical conductors 324, is
preferably provided to define a protective enclosure within
the housing. Alternatively or additionally, a protective enclo-
sure may be defined within a secure integrated circuit 326,
which may be within or outside the protective enclosure
defined by grid 322.

One or more galvanic data links 330, preferably formed as
one or more conductors, may be provided in the secure key-
pad device for carrying sensitive data, typically between a
controller 332, which corresponds to controller 102 in FIG. 1,
and amemory 334, which corresponds to memory 103 in FIG.
1.

In accordance with a preferred embodiment of the present
invention at least one of anti-tampering grid 322 and one or
more galvanic data links 330 form part of an electrical circuit
340. Electrical circuit 340 preferably includes at least one of
aplurality of circuit components, preferably including at least
one of a variable resistance, a variable capacitance and a
variable inductance, here respectively indicated by reference
numerals 342, 344 and 346.

A preferred embodiment of a selectably variable resistance
342 is an ACAC 0612 commercially available from Vishay
Intertechnology, Inc. A preferred embodiment of a selectably
variable capacitance 344 is a X90100 digital variable capaci-
tor commercially available from Intersil Americas Inc. of
Milpitas Calif.

Selectably variable inductance 346 may be realized by
employing a conventional gyrator having a selectably vari-
able resistance and capacitance.

Additionally, in accordance with a preferred embodiment
of the present invention, one or more, preferably plural, cir-
cuit switches 348, preferably FETs or BITs, are arranged in
circuit with the grid 322 and/or the galvanic data link 330. In
the illustrated embodiment of FIG. 2C, the circuit switches
are identified by designators S1, S2 and S3.

In accordance with a preferred embodiment of the present
invention, an anti-tampering protection assembly (ATPA),
350, which corresponds to ATPA 110 (FIG. 1), is provided to
apply a signal, hereinafter termed an applied signal, to one or
more of the conductors constituting the grid 322 or galvanic
data link 330. As noted above with respect to FIG. 1, ATPA
350 may be embodied in controller 332. The applied signal
may be selectably applied at a first location selected from one
or more of a plurality of selectable locations along the grid
322, here designated by numerals, 1, 2, 3 and 4 along grid 322
and correspondingly by numerals 5, 6, 7 and 8 along galvanic
data link 330. In the illustrated embodiment of FIG. 2C, the
signal is applied at location 1, designated Tx1, which corre-
sponds to location 5 along galvanic data link 330.

Further in accordance with a preferred embodiment of the
present invention, the ATPA 350 is also operative to receive at
least one signal, hereinafter referred to as a received signal,
which corresponds to the applied signal at at least a second
location along the at least one conductor in circuit 340. In the
illustrated embodiment of FIG. 2C, the received signal is
received at location 2 along grid 322, and designated Rx2,
corresponding to location 6 along galvanic data link 330.
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Additionally in accordance with a preferred embodiment
of'the present invention, the ATPA 350 has additional tamper
detection functionality including circuit selection functional-
ity operative to select at least one of the first location, the
second location and at least one circuit function of atleast one
of said plurality of circuit components.

In the illustrated embodiment of FIG. 2C, the at least one
circuit function is selected by the ATPA 350 by selecting the
values of the plurality of selectably variable circuit compo-
nents, such as components 342, 344 and 346 and by selecting
the open/closed state of the plural circuit switches 348.

The ATPA 350 preferably also includes signal correlation
functionality operative to receive the received signal from the
second location and to correlate the received signal with the
applied signal thereby to ascertain whether the conductor has
been tampered with and more preferably the region at which
the tampering occurred. Perceived tampering responsive cir-
cuitry 354, preferably located within the protective grid 322
or embodied in a secure integrated circuit, is operative in
response to an output of the ATPA 350 or forms part of the
ATPA 350, and preferably provides an alarm indication of
tampering and/or is operative to disable some or all of the
functions of the secure keypad device 300.

It is appreciated from a consideration of FIG. 2C, that there
exist multiple combinations of values of the plurality of
selectably variable circuit components and of open/closed
states of the plural circuit switches 348. Each of the seven
illustrated combinations produces a different effective elec-
trical circuit. The seven different effective electrical circuits
are each illustrated in FIG. 2C and are designated by letters A,
B,C,D,E,F, &G.

It is noted that for the purposes of simplicity of illustration
of effective circuits A-G and clarity of description, switches
S1, S2 and S3 are here indicated as theoretical switches,
which are either fully open (infinite resistance) or fully closed
(zero resistance). Switches S1, S2 and S3 are each preferably
amodel MTD2955/ON manufactured by ON Semiconductor
of Phoenix Ariz.

For example, when the values of the variable components
are R1=15Q, C1=100 pF and L.1=1 pH and the open/closed
states of the plural circuit switches 348 are Sl=open,
S2=open and S3=open, electrical circuit 340 appears as
shown at A. Effective electrical circuits designated by letters
B-G each have differing values of at least one of the variable
components and open/close status of the switches S1, S2 and
S3 and each include an indication of the values of circuit
components.

Reference is now made to FIG. 2D, which illustrates a
secure keypad device 400, which includes a housing, prefer-
ably including a top housing element 402 and a bottom hous-
ing element 404. Top housing element 402 includes, on a top
surface 406 thereof, a display window 408, through which a
display 409 may be viewed. An array 410 of keys 412 is
engageable on top surface 406.

An anti-tampering grid 422, preferably formed of a multi-
plicity of anti-tampering dense electrical conductors 424, is
preferably provided to define a protective enclosure within
the housing. Alternatively or additionally, a protective enclo-
sure may be defined within a secure integrated circuit 426,
which may be within or outside the protective enclosure
defined by grid 422.

One or more galvanic data links 430, preferably formed as
one or more conductors, may be provided in the secure key-
pad device for carrying sensitive data, typically between a
controller 432, which corresponds to controller 102 in FIG. 1,
and a memory 434, which corresponds to memory 103 in FIG.
1.

20

25

40

45

10

In accordance with a preferred embodiment of the present
invention at least one of anti-tampering grid 422 and one or
more galvanic data links 430 form part of an electrical circuit
440. Electrical circuit 440 preferably includes at least one of
aplurality of circuit components, preferably including at least
one of a resistance, a capacitance and an inductance, here
respectively indicated by reference numerals 442, 444 and
446. The values of the plurality of circuit components may be
variable, but are not required to be in this embodiment.

Additionally, one or more, preferably plural, circuit
switches 448, preferably FETs or BJTs, may be arranged in
circuit with the grid 422 and/or the galvanic data link 430. In
the illustrated embodiment of FIG. 2D, the circuit switches
are identified by designators S1, S2 and S3 and switches S1
and S2 are open and switch S3 is closed. Alternatively,
switches S1 and S2 may be replaced by conductors and switch
S3 and the circuit portion including switch S3, which is
parallel to inductor 446 is eliminated.

In accordance with a preferred embodiment of the present
invention, an anti-tampering protection assembly (ATPA)
450, which corresponds to ATPA 110 (FIG. 1), is provided to
apply a signal, hereinafter termed an applied signal, to one or
more of the conductors constituting the grid 422 or galvanic
data link 430. As noted above with respect to FIG. 1, ATPA
450 may be embodied in controller 432.

The applied signal may be selectably applied at a first
location selected from one or more of a plurality of selectable
locations along the grid 422, here designated by numerals, 1,
2,3 &4 along grid 422 and correspondingly by numerals 5, 6,
7 & 8 along galvanic data link 430.

Further in accordance with a preferred embodiment of the
present invention, the ATPA 450 is also operative to receive at
least one signal, hereinafter referred to as a received signal,
which corresponds to the applied signal at at least a second
location along the at least one conductor in circuit 440.

Additionally in accordance with a preferred embodiment
of'the present invention, the ATPA 450 has additional tamper
detection functionality including circuit selection functional-
ity operative to select at least one of the first location, the
second location and at least one circuit function of atleast one
of said plurality of circuit components.

In the illustrated embodiment of FIG. 2D, the at least one
circuit function is selected by selecting the at least one of the
first location and by selecting the at least one of the second
location.

The ATPA 450 preferably also includes signal correlation
functionality operative to receive the received signal from the
second location and to correlate the received signal with the
applied signal thereby to ascertain whether the conductor has
been tampered with and more preferably the region at which
the tampering occurred.

Perceived tampering responsive circuitry 454, preferably
located within the protective grid 422 or embodied in a secure
integrated circuit, is operative in response to an output of the
ATPA 450 or forms part of the ATPA 450, and preferably
provide an alarm indication of tampering and/or is operative
to disable some or all of the functions of the secure keypad
device 400.

Itis appreciated from a consideration of FIG. 2D, that there
exist multiple combinations of locations at which the applied
signal is applied and the received signal is received. Each of
the six illustrated combinations produces a different effective
electrical circuit. The six different effective electrical circuits
are eachillustrated in FIG. 2D and are designated by letters A,
B,C,D,E &F.

It is noted that for the purposes of simplicity of illustration
effective electrical circuits A-F and clarity of description,
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switches S1, S2 and S3 are here indicated as theoretical
switches, which are either fully open (infinite resistance) or
fully closed (zero resistance). Switches 51, S2 and S3 are each
preferably a model MTD2955/ON manufactured by ON
Semiconductor of Phoenix Ariz. Switches 51 and S2 are open
and S3 is closed in the six different effective electrical circuits
A-F of FIG. 2D.

For example, when the applied signal is applied at location
1, designated by Tx1, and the received signal is received at
location 2, designated by Rx2, electrical circuit 440 appears
as shown at A. Effective electrical circuits designated by
letters B-F, each have differing values of at least one of the
location at which the applied signal is applied and the location
at which the received signal is received and each include an
indication of the values of circuit components.

Reference is now made to FIG. 2E, which illustrates a
secure keypad device 500, which includes a housing, prefer-
ably including a top housing element 502 and a bottom hous-
ing element 504. Top housing element 502 includes, on a top
surface 506 thereof, a display window 508, through which a
display 509 may be viewed. An array 510 of keys 512 is
engageable on top surface 506.

An anti-tampering grid 522, preferably formed of a multi-
plicity of anti-tampering dense electrical conductors 524, is
preferably provided to define a protective enclosure within
the housing. Alternatively or additionally, a protective enclo-
sure may be defined within a secure integrated circuit 526,
which may be within or outside the protective enclosure
defined by grid 522.

One or more galvanic data links 530, preferably formed as
one or more conductors, may be provided in the secure key-
pad device for carrying sensitive data, typically between a
controller 532, which corresponds to controller 102 in FIG. 1,
and amemory 534, which corresponds to memory 103 in FIG.
1.

In accordance with a preferred embodiment of the present
invention at least one of anti-tampering grid 522 and one or
more galvanic data links 530 form part of an electrical circuit
540. Electrical circuit 540 preferably includes at least one of
aplurality of circuit components, preferably including at least
one of a resistance, a capacitance and an inductance, here
respectively indicated by reference numerals 542, 544 and
546. The values of the plurality of circuit components may be
variable, but are not required to be variable in this embodi-
ment.

Additionally, one or more, preferably plural, circuit
switches 548, preferably FETs or BITs, are preferably
arranged in circuit with the grid 522 and/or the galvanic data
link 530. In the illustrated embodiment of FIG. 2E, the circuit
switches are identified by designators S1, S2 and S3.

In accordance with a preferred embodiment of the present
invention, an anti-tampering protection assembly (ATPA)
550, which corresponds to ATPA 110 (FIG. 1), is provided to
apply a signal, hereinafter termed an applied signal, to one or
more of the conductors constituting the grid 522 or galvanic
data link 530. As noted above with respect to FIG. 1, ATPA
550 may be embodied in controller 532.

The applied signal may be selectably applied at a first
location selected from one or more of a plurality of selectable
locations along the grid 522, here designated by numerals, 1,
2,3 & 4 along grid 522 and correspondingly by numerals 5, 6,
7 & 8 along galvanic data link 530.

Further in accordance with a preferred embodiment of the
present invention, the ATPA 550 is also operative to receive at
least one signal, hereinafter referred to as a received signal,
which corresponds to the applied signal at at least a second
location along the at least one conductor in circuit 540.
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Additionally, in accordance with a preferred embodiment
of'the present invention, the ATPA 550 has additional tamper
detection functionality including circuit selection functional-
ity operative to select at least one of the first location, the
second location and at least one circuit function of atleast one
of said plurality of circuit components.

In the illustrated embodiment of FIG. 2E, the at least one
circuit function is selected by selecting the open/closed state
of'the plural circuit switches 548 and by selecting the at least
one second location.

The ATPA 550 preferably also includes signal correlation
functionality operative to receive the received signal from the
second location and to correlate the received signal with the
applied signal thereby to ascertain whether the conductor has
been tampered with and more preferably the region at which
the tampering occurred.

Perceived tampering responsive circuitry 554, preferably
located within the protective grid 522 or embodied in a secure
integrated circuit, is operative in response to an output of the
ATPA 550 or forms part of the ATPA 550, and preferably
provides an alarm indication of tampering and/or is operative
to disable some or all of the functions of the secure keypad
device 500.

Itis appreciated from a consideration of FIG. 2E, that there
exist multiple combinations of locations at which the applied
signal is applied and the received signal is received and of
open/closed states of the switches S1, S2 and S3. Each of the
six illustrated combinations produces a different effective
electrical circuit. The six different effective electrical circuits
are each illustrated in FIG. 2E and are designated by letters A,
B,C,D,E&F.

It is noted that for the purposes of simplicity of illustration
of effective circuits A-F and clarity of description, switches
S1, S2 and S3 are here indicated as theoretical switches,
which are either fully open (infinite resistance) or fully closed
(zero resistance). Switches S1, S2 and S3 are each preferably
amodel MTD2955/ON manufactured by ON Semiconductor
of Phoenix Ariz.

For example, when the received signal is received at loca-
tion 3, designated by Rx3, and when all switches S1, S2 and
S3 are open, electrical circuit 540 appears as shown at A.
Effective electrical circuits designated by letters B-F each
include at least one of differing locations at which the
received signal is received and the open/close status of the
switches S1, S2 and S3 and each include an indication of the
values of the circuit components.

Reference is now made to FIG. 2F, which illustrates a
secure keypad device 600, which includes a housing, prefer-
ably including a top housing element 602 and a bottom hous-
ing element 604. Top housing element 602 includes, on a top
surface 606 thereof, a display window 608, through which a
display 609 may be viewed. An array 610 of keys 612 is
engageable on top surface 606.

An anti-tampering grid 622, preferably formed of a multi-
plicity of anti-tampering dense electrical conductors 624, is
preferably provided to define a protective enclosure within
the housing. Alternatively or additionally, a protective enclo-
sure may be defined within a secure integrated circuit 626,
which may be within or outside the protective enclosure
defined by grid 622.

One or more galvanic data links 630, preferably formed as
one or more conductors, may be provided in the secure key-
pad device for carrying sensitive data, typically between a
controller 632, which corresponds to controller 102 in FIG. 1,
and amemory 634, which corresponds to memory 103 in FIG.
1.
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In accordance with a preferred embodiment of the present
invention at least one of anti-tampering grid 622 and one or
more galvanic data links 630 form part of an electrical circuit
640. Electrical circuit 640 preferably includes at least one of
a plurality of circuit components, preferably including at least
one of a resistance, a capacitance and an inductance, here
respectively indicated by reference numerals 642, 644 and
646. Preferably, values of the plurality of circuit components
are variable. A preferred embodiment of a selectably variable
resistance 642 is a ACAC 0612 commercially available from
Vishay Intertechnology, Inc. A preferred embodiment of a
selectably variable capacitance 644 is a X90100 digital vari-
able capacitor commercially available from Intersil Americas
Inc. of Milpitas, Calif. Selectably variable inductance 646
may be realized by employing a conventional gyrator having
a selectably variable resistance and capacitance.

Additionally, one or more, preferably plural, circuit
switches 648, preferably FETs or BITs, are preferably
arranged in circuit with the grid 622 and/or the galvanic data
link 630. In the illustrated embodiment of FIG. 2F, the circuit
switches are identified by designators S1, S2 and S3.

In accordance with a preferred embodiment of the present
invention, an anti-tampering protection assembly (ATPA)
650, which corresponds to ATPA 110 (FIG. 1), is provided to
apply a signal, hereinafter termed an applied signal, to one or
more of the conductors constituting the grid 622 or galvanic
data link 630. As noted above with respect to FIG. 1, ATPA
650 may be embodied in controller 632. The applied signal
may be selectably applied at a first location selected from one
or more of a plurality of selectable locations along the grid
622, here designated by numerals, 1, 2, 3 & 4 along grid 622
and correspondingly by numerals 5, 6, 7 & 8 along galvanic
data link 630.

Further in accordance with a preferred embodiment of the
present invention, the ATPA 650 is also operative to receive at
least one signal, hereinafter referred to as a received signal,
which corresponds to the applied signal at at least a second
location along the at least one conductor in circuit 640.

Additionally, in accordance with a preferred embodiment
of'the present invention, the ATPA 650 has additional tamper
detection functionality including circuit selection functional-
ity operative to select at least one of the first location, the
second location and at least one circuit function of atleast one
of said plurality of circuit components.

In the illustrated embodiment of FIG. 2F, the at least one
circuit function is variable by selecting the at least one first
location, the at least one of second location, the values of the
plurality of selectably variable circuit components, such as
components 642, 644 and 646, and the open/closed state of
the plural circuit switches 648.

The ATPA 650 preferably also includes signal correlation
functionality operative to receive the received signal from the
second location and to correlate the received signal with the
applied signal thereby to ascertain whether the conductor has
been tampered with and more preferably the region at which
the tampering occurred.

Perceived tampering responsive circuitry 654, preferably
located within the protective grid 622 or embodied in a secure
integrated circuit, is operative in response to an output of the
ATPA 650 or forms part of the ATPA 650, and preferably
provides an alarm indication of tampering and/or is operative
to disable some or all of the functions of the secure keypad
device 600.

It is appreciated from a consideration of FIG. 2F, that there
exist multiple combinations of locations at which the applied
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signal is applied and the received signal is received and of
open/closed states of the switches S1, S2 and S3 and of
selectable values of the plurality of selectably variable circuit
components. Each of the five illustrated combinations pro-
duces a different effective electrical circuit. The five different
effective electrical circuits are each illustrated in FIG. 2F and
are designated by letters A, B, C, D & E.

It is noted that for the purposes of simplicity of illustration
of effective circuits A-E and clarity of description, switches
S1, S2 and S3 are here indicated as theoretical switches,
which are either fully open (infinite resistance) or fully closed
(zero resistance). Switches 51, S2 and S3 are each preferably
amodel MTD2955/ON manufactured by ON Semiconductor
of Phoenix Ariz.

For example, when the applied signal is applied at location
3, designated by Tx3, and the received signal is received at
location 2, designated by Rx2, and when all switches S1, S2
and S3 are open and when the values of variable circuit
components are C1=10 pF and [L1=1 pH, electrical circuit 640
appears as shown at A. Effective electrical circuits designated
by letters B-E each have at least one of differing values of at
least one of the variable components, differing open/close
status of at least one of switches S1, S2 and S3, and differing
at least one first location or at least one second location and
each include an indication of the values of circuit compo-
nents.

Reference is now made to FIG. 3A-3H, which are simpli-
fied signal diagrams corresponding to effective circuits A-H
illustrated for FIG. 2A, to FIG. 4A-4H, which are simplified
signal diagrams corresponding to effective circuits A-H illus-
trated for F1IG. 2B, to FIG. 5A-5G, which are simplified signal
diagrams corresponding to effective circuits A-G illustrated
for FIG. 2C, to FIG. 6 A-6F, which are simplified signal dia-
grams corresponding to effective circuits A-F illustrated for
FIG. 2D, to FIG. 7A-7F, which are simplified signal diagrams
corresponding to effective circuits A-F illustrated for FI1G. 2E
and to FIG. 8A-8E, which are simplified signal diagrams
corresponding to effective circuits A-E illustrated for FIG. 2F.

It is seen that each of FIGS. 3A-8E includes both a Bode
plot and a voltage-time plot. The Bode plot represents the
signal attenuation as a function of frequency, expressed as the
voltage ratio, in dB, of the measured voltage at the received
signal location and the applied voltage at the applied signal
location, as well as the phase shift between the applied sine
wave phase at the applied signal location and received signal
phase at the received signal location. The voltage-time plot
shows the applied signal Vin at the applied signal location and
received signal Vout at the received signal location, wherein
the received signal is shown in overlay over the applied sig-
nal.

Turning now to FIGS. 3A-3H, which are simplified signal
diagrams corresponding to effective circuits A-H illustrated
in FIG. 2A for a simple time-varying applied signal, it is seen
that when an applied signal Vin in the form of a sine wave of
constant frequency, here 10 MHz, and constant amplitude is
applied, the received signal Vout differs for each of the effec-
tive circuits. Each of plots A, B, C, D, E, F, G and H corre-
sponds to the respective effective circuit illustrated in FIG. 2A
atA,B,C,D,E, F, G and H.

As seen in Table I below, which indicates the amplitude
attenuation and phase shift to one decimal place, each effec-
tive circuit A-H has a different amplitude attenuation and
phase shift.
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TABLE 1 TABLE Il
I B v I 11 v
ATTENTUATION  PHASE SHIFT  FIG SHOWING ATTENTUATION  PHASE SHIFT  FIG SHOWING
AT 10 MHz AT10MHz  ATTENUATION AT 60 MHz AT 60MHz  ATTENUATION
I SHOWN IN FIG SHOWN IN (COLUMN II)
I SHOWN IN FIG SHOWN IN (COLUMN II)
EFFECTIVE  IDENTIFIED IN  FIG IDENTIFIED ~ AND PHASE
EFFECTIVE ~ IDENTIFIED IN  FIG IDENTIFIED ~ AND PHASE
CIRCUIT COLUMNIV  INCOLUMN IV SHIFT
(FIG. 2) [db] (] coLumnm 10 CIRCUIT COLUMNIV  INCOLUMN IV SHIFT
(FIG. 2C) [db] [°] (COLUMN III)
A -16.1 -52.2 3A
B -17.0 -53.3 3B A -223 -49.6 5A
C -17.2 -52.4 3C B -16.1 -69.6 5B
D -17.9 -53.9 3D e -243 -52.3 5C
E -20.1 -418.9 3E D ~19.2 -71.1 5D
F -20.6 -420.1 3F E -241 -68.4 SE
G -20.8 -420.4 3G F -26.6 -43.5 SF
H -215 -4213 3H 20
G -33.8 -49.8 5G
Turning now to FIGS. 4A-4H, which are simplified signal . . L .
. g - S b g Turning now to FIGS. 6A-6F, which are simplified signal
diagrams corresponding to effective circuits A-H illustrated . . R . :
. . . - s 1 I diagrams corresponding to effective circuits A-F illustrated in
in FIG. 2B for a simple time-varying applied signal, it is seen 25 . - . L .
T - - FIG. 2D for a simple time-varying applied signal, it is seen
that when an applied signal Vin in the form of a sine wave of R 7 .
. - that when an applied signal Vin in the form of a sine wave of
constant frequency, here 30 MHz, and constant amplitude is . .
. . . . constant frequency, here 60 MHz, and constant amplitude is
applied the received signal Vout differs for each of the effec- . . ; .
S applied the received signal Vout differs for each of the effec-
tive circuits. Each of plots A, B, C, D, E, F, G and H corre- ; T
. L . 30 tivecircuits. Each of plots A, B, C, D, E and F corresponds to
sponds to the respective effective circuit illustrated in FIG. 2B . R .
atA.B.C.D.E.F.G and H the respective effective circuit illustrated in FIG. 2D at A, B,
A: ’ "’T’bI, 11 bel . hich indi he amplitade 4
s seen 1n lable elow, which indicates the amplitude . PR .
. . . P As seen in Table IV below, which indicates the amplitude
attenuation and phase shift to one decimal place, each effec- ) ; .
. o . - . attenuation and phase shift to one decimal place, each effec-
tive circuit A-H has a different amplitude attenuation and ;5 . . . . .
- tive circuit A-F has a different amplitude attenuation and
phase shift. .
phase shift.
TABLE II
TABLE IV
I I v
ATTENTUATION ~ PHASE SHIFT ~ FIG SHOWING 40 1 s v
AT 30 MHz AT30MHz  ATTENUATION ATTENTUATION ~ PHASE SHIFT  FIG SHOWING
I SHOWN IN FIG SHOWN IN (COLUMN II) AT 60 MHz AT 60 MHz  ATTENUATION
EFFECTIVE  IDENTIFIED IN  FIG IDENTIFIED ~ AND PHASE 1 SHOWN IN FIG SHOWN IN (COLUMN II)
CIRCUIT COLUMNIV ~ INCOLUMN IV SHIFT EFFECTIVE ~ IDENTIFIED IN  FIG IDENTIFIED ~ AND PHASE
(FIG. 2B) [db] ! (COLUMNII) CIRCUIT COLUMNIV  INCOLUMN IV SHIFT
45 (FIG. 2D) [db] [°] (COLUMN III)
A -75 —44.4 4A
2 ‘if “2‘3-2 ig A -22 -20.9 6A
D -08 -195 4D B Be m167 6B
E e T399 pes C -12.1 -122 6C
F -5 -33.1 4F s0 P -3 34 6D
G -0.9 -6.7 4G E -6.0 43 6E
H ~0.6 _58 4H F -11.0 8.8 6F
Turning now to FIGS. 5A-5G, which are simplified signal Turning now to FIGS. 7A-7F, which are simplified signal
diagrams corresponding to effective circuits A-G illustrated 55 diagrams corresponding to effective circuits A-F illustrated in
in FIG. 2C for a simple time-varying applied signal, it is seen FIG. 2E for a simple time-varying applied signal, it is seen
that when an applied signal Vin in the form of a sine wave of that when an applied signal Vin in the form of a sine wave of
constant frequency, here 60 MHz, and constant amplitude is constant frequency, here 60 MHz, and constant amplitude is
applied the received signal Vout differs for each of the effec- applied the received signal Vout differs for each of the effec-
tive circuits. Each of plots A, B, C, D, E, F and G corresponds 60 five circuits. Each of plots A, B, C, D, E and F corresponds to
to the respective effective circuit illustrated in FIG. 2C at A, the respective effective circuit illustrated in FIG. 2D at A, B,
B,C,D,E, F,and G. C,D,EandF.
As seen in Table I1I below, which indicates the amplitude As seen in Table V below, which indicates the amplitude
attenuation and phase shift to one decimal place, each effec- 5 attenuation and phase shift to one decimal place, each effec-

tive circuit A-G has a different amplitude attenuation and
phase shift.

tive circuit A-F has a different amplitude attenuation and
phase shift.
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TABLEV
I I v
ATTENTUATION ~ PHASE SHIFT  FIG SHOWING
AT 60 MHz AT 60 MHz  ATTENUATION
1 SHOWN IN FIG SHOWN IN (COLUMN II)
EFFECTIVE ~ IDENTIFIED IN FIG IDENTIFIED ~ AND PHASE
CIRCUIT COLUMNIV  INCOLUMN IV SHIFT
(FIG. 2E) [db] [°] (COLUMN III)
A -5.7 8.0 7A
B -10.7 12.4 7B
C -6.0 43 7C
D -11.0 8.8 7D
E -5.8 6.8 7E
F -6.1 3.2 7F

Turning now to FIGS. 8 A-8E, which are simplified signal
diagrams corresponding to effective circuits A-E illustrated in
FIG. 2F for a simple time-varying applied signal, it is seen
that when an applied signal Vin in the form of a sine wave of
constant frequency, here 60 MHz, and constant amplitude is
applied the received signal Vout differs for each of the effec-
tive circuits. Each of plots A, B, C, D and E corresponds to the
respective effective circuit illustrated in FIG. 2F at A, B, C, D
and E.

As seen in Table VI below, which indicates the amplitude
attenuation and phase shift to one decimal place, each effec-
tive circuit A-E has a different amplitude attenuation and
phase shift.

TABLE VI
I I v
ATTENTUATION ~ PHASE SHIFT  FIG SHOWING
AT 60 MHz AT 60 MHz  ATTENUATION
1 SHOWN IN FIG SHOWN IN (COLUMN II)
EFFECTIVE ~ IDENTIFIED IN FIG IDENTIFIED ~ AND PHASE
CIRCUIT COLUMNIV  INCOLUMN IV SHIFT
(FIG. 2F) [db] [°] (COLUMN III)
A 4.4 -85 7A
B -6.9 11.8 7B
C =51 45 7C
D 0 0 7D
E -7.1 8.8 7E

Reference is now made to FIGS. 9A & 9B, which are
simplified circuit diagrams for two different effective circuits
in a secure keypad device constructed and operative in accor-
dance with a preferred embodiment of the present invention,
such as the secure keypad device 100 (FIG. 1), and signal
diagrams for a square wave applied signal applied to the two
different effective circuits. The effective circuit shown in
FIG. 9A corresponds to effective circuit B shown in FIG. 2A,
however having indicated component values different from
those in effective circuit B in FIG. 2A. The effective circuit
shown in FIG. 9B corresponds to effective circuit C in FIG.
2A.

In each of FIGS. 9A & 9B there appears a circuit diagram
of an effective circuit typically provided by suitable selection
of at least one of circuit components, circuit component val-
ues, ground connections, applied signal location and received
signal location. In the illustrated examples of FIGS. 9A & 9B,
the effective circuits differ from each other in component
values, and more specifically in the resistance of resistor R1
and the status of switches S1, S2 and S3.

It is clearly seen from a consideration of FIGS. 9A & 9B
that each effective circuit provides a different expected
received signal which is known to the tampering sensing
circuitry.
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Reference is now made to FIGS. 10A & 10B, which are
simplified circuit diagrams for two different effective circuits
in a secure keypad device in accordance with a preferred
embodiment of the present invention and signal diagrams for
plural different signals simultaneously applied thereto. In
FIGS. 10A & 10B, a sine wave signal at 60 MHz is applied at
a circuit location designated as Tx1 and a sine wave signal at
5 MHz is applied at a circuit location designated as Tx4 and
superimposed over the 60 MHz signal. The received signals
are received at a circuit location designated as Rx2.

The values of R1, C1 and L1 are different in each of FIGS.
10A & 10B and indicated therein.

Itis clearly seen from a consideration of FIGS. 10A & 10B
that each effective circuit provides a different expected
received signal which is known to the tampering sensing
circuitry.

Reference is now made to FIG. 11, which is a simplified
circuit diagram for a selected effective circuit in a secure
keypad device in accordance with a preferred embodiment of
the present invention and a signal diagram for consecutive
plural different signals at consecutive different times applied
to that effective circuit.

In FIG. 11, a modulated sine wave signal at 10 MHz is
applied at a circuit location designated as Tx1, for a time
duration of 0.5 psec, followed by a modulated square wave
signal at 10 MHz for 1 psec.

It is clearly seen from a consideration of FIG. 11 that each
different applied signal provides a correspondingly different
expected received signal, which is known to the tampering
sensing circuitry.

Reference is now made to FIG. 12, which is a simplified
functional block diagram of an anti-tampering protection
assembly (ATPA) 110 (FIG. 1) constructed and operative in
accordance with a preferred embodiment of the present
invention, to FIG. 13, which illustrates an example of anti-
tampering protection assembly 110 and to FIG. 14, which is
a simplified flowchart illustrating the operation of the anti-
tampering protection assembly 110.

Turning to FIG. 12, it is seen that the anti-tampering pro-
tection assembly (ATPA) 110 (FIG. 1) includes unpredictably
varying signal generating circuitry 1002, connected to con-
ductors 106, for providing unpredictably varying signals on
conductors 106 and tampering sensing circuitry 1004 for
sensing tampering with conductors 106.

The unpredictably varying signal generating circuitry 1002
preferably comprises signal generation circuitry 1006 and
topography generation circuitry 1008. Signal generation cir-
cuitry 1006 preferably includes signal generator selector
(SGS) circuitry 1010 which selects one or more of a possible
plurality of signal generators to be employed and specific
signal selector (SSS) circuitry 1012, which selects the spe-
cific signal to be generated by the selected signal generator.

SGS circuitry 1010 provides a signal generator selection
output to a signal generator selection switch 1014, for
example, a multiplexer 1015, as seen in FIG. 13.

SSS circuitry 1012 provides a specific signal selection
output to a selected signal generator 1016, for example, a
signal generator 1017 (FIG. 13). The specific signal may be
characterized by at least one of its signal shape, amplitude,
frequency and phase.

It is appreciated that for clarity, FIG. 13 presents different
designations of different types of signal paths. Data paths are
designated by solid lines and control signal paths are desig-
nated by dashed lines. Specific selected data paths are desig-
nated in bold, to exemplify a specific selected effective circuit
topography.
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Topography generation circuitry 1008 preferably includes
applied signal location selector (ASLS) circuitry 1020, which
selects one or more locations at which one or more selected
signals from a selected signal generator 1016 are applied.
ASLS circuitry 1020 provides an applied signal location
selection output to one or more applied signal selection
switch 1022, for example a demultiplexer 1023 (FIG. 13).

Topography generation circuitry 1008 also preferably
includes component selector (CS) circuitry 1024, which
selects one or more components to be placed in circuit with
the one or more applied signals. CS circuitry 1024 provides
an component selection output to one or more component
selection switches 1026, for example FETs 1027, 1029 and
1031 and one or more multiplexers 1033 and demultiplexers
1035 (FIG. 13).

Topography generation circuitry 1008 also preferably
includes component value selector (CVS) circuitry 1036,
which selects one or more component values of the selected
components to be placed in circuit with the one or more
applied signals. CVS circuitry 1036 provides an component
value selection output to one or more component value selec-
tion switches 1038, for example one or more multiplexers
1039 and demultiplexers 1041 (FIG. 13).

Topography generation circuitry 1008 also preferably
includes voltage level/location selector (VLLS) circuitry
1044, which selects one or more voltage level for one or more
ground, power line, and voltage clamp in circuit with the one
or more applied signals. VLLS circuitry 1044 provides an
voltage level/location selection output to one or more voltage
level/location selection switches 1046, for example demulti-
plexer 1047 and FET 1049 (FIG. 13).

Topography generation circuitry 1008 also preferably
includes unpredictable signal origin location selector
(USOLS) circuitry 1050, which selects one or more locations
from which one or more unpredictable signals are supplied to
conductors 106, such as grid elements 105 (FIG. 1). USOLS
circuitry 1050 provides an unpredictable signal origin loca-
tion selection output to one or more unpredictable signal
origin selection switch 1052, for example a multiplexer 1053
(FIG. 13).

Topography generation circuitry 1008 also preferably
includes unpredictable signal supply location selector
(USOLS) circuitry 1060, which selects one or more locations
at which one or more unpredictable signals are supplied, such
as one or more data lines 104 or locations along grid elements
105. USSLS circuitry 1060 provides an unpredictable signal
supply location selection output to one or more unpredictable
signal supply selection switch 1062, for example a multi-
plexer 1063 (FIG. 13).

Topography generation circuitry 1008 also preferably
includes received signal location selector (RSLS) circuitry
1070, which selects one or more locations at which one or
more received signals are received. RSLS circuitry 1070 pro-
vides a received signal location selection output to one or
more received signal selection switch 1072, for example a
multiplexer 1073 (FIG. 13).

It is appreciated that although the grid elements 105 are
illustrated in FIG. 13 as a single grid with multiple signal
input and output locations, grid elements 105 may be embod-
ied as multiple disparate grids located at various locations in
the circuitry of FIG. 13, as seen, for example, in FIGS. 2A-2F.
It is appreciated that grid elements 105 may be incorporated
in one or more of protective circuits, data lines and control
lines. It is further understood that grid elements 105 in the
present invention may also be embodied partially or entirely
in integrated circuits, on a PCB and within ATPA 110 (FIG.
1). As a further alternative, a circuit different from that shown
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in FIG. 13 may be provided in which the conductors 106
include one or more data lines.

The received signal preferably is supplied to tampering
sensing circuitry 1004 for sensing tampering with conductors
106. Tampering sensing circuitry 1004 receives one or more
received signal at a location selected by RSLS circuitry 1050
and makes a determination of whether tampering has
occurred based on changes in the one or more signal.

In accordance with a preferred embodiment of the present
invention, the tampering sensing circuitry 1004 includes
received signal characteristic extraction circuitry (RSCEC)
1100, which preferably receives at least one received signal at
at least one known location on at least one of conductors 106,
expected received signal characteristic storage/calculation
circuitry (ERSCS/CC) 1110, which preferably receives
inputs from some or all of selector circuitry 1010, 1012, 1020,
1024, 1036, 1044, 1050, 1060 and 1070 (FIG. 12) of anti-
tampering protection assembly (ATPA) 110 (FIG. 1), and a
comparator 1120, which compares characteristics of the
expected received signals, received from circuitry 1110 with
characteristics of the actual received signals, received from
circuitry 1100 and provides a tamper indication output.

The expected received signal characteristic calculation cir-
cuitry (ERSCS/CC) 1110 may comprise a library, typically
embodied in a database, which stores characteristics of the
expected received signals in one or more known ways, for
example, Frequency, Amplitude and Phase; Fourier Analysis;
Bode Analysis and Digitization. The expected received sig-
nals stored in the library may be received signals actually
received from an effective circuit or may be calculated. The
contents of the library may be loaded at the factory based on
empirical data or calculated data. The empirical data or cal-
culated data may be individual device specific or derived from
multiple devices.

Alternatively or additionally, on-the-fly expected received
signal calculation functionality, such as, for example Simu-
lation Program with Integrated Circuit Emphasis (SPICE)
functionality, may be provided as part of expected received
signal characteristic calculation circuitry (ERSCS/CC)1110.
In such a case, the library may be, but need not necessarily be,
obviated. The on-the fly expected received signal calculation
functionality may provide expected received signal outputs in
one or more known forms, such as analog, digital or by way of
signal characteristics, such as amplitude attenuation and
phase shift; Fourier Analysis; Bode Analysis and digital
approximation.

It is appreciated that the ERSCS/CC may either first cal-
culate the expected received signal and then extract the signal
characteristics thereof, such as amplitude attenuation and
phase shift; Fourier Analysis; Bode Analysis and digitization,
or, alternatively, may directly calculate the signal character-
istics without first calculating the expected received signal.

Comparator 1120 compares the actual received signal from
one or more given locations from conductors 106 to the
expected received signal from the same one or more given
locations and provides a difference output. The difference
output is supplied to tampering alarm threshold circuitry
(TATC) 1130, which enables the threshold circuitry to select
a threshold which is appropriate to the effective circuit and
signal characteristics.

If the difference output of comparator 1120 exceeds the
threshold applied by Tampering Alarm Threshold Circuitry
1130 a preliminary tampering alarm is generated. In response
to the preliminary tampering alarm, a tampering alarm vali-
dation function may be carried out by optional Tampering
Alarm Validation/Location Circuitry (TAV/LC) 1140. If a
tampering alarm situation is found to exist, the secure key pad
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device may be disabled, its sensitive contents erased, data
entry prompts may be disabled, and local or remote audio or
visual alarms may be provided.

It is further appreciated that the comparator 1120 need not
compare actual and expected received signals but may only
compare certain discrete characteristics thereof, such as
amplitude attenuation and phase shift; Fourier Analysis and
Bode Analysis and digital approximation.

It is appreciated that the foregoing description has been
presented in various realizations. For example, FIGS. 2A-2F,
9A & 9B, 10A & 10B and 11 relate to specific, typically hard
wired circuits, including discrete components. FIG. 13 illus-
trates a more general realization typically employing analog
multiplexers and demultiplexers. It is understood that the
present invention may also be embodied partially or entirely
in integrated circuits which may provide full or partial emu-
lation of hard wired circuits, such as the circuits of FIGS.
2A-2F and FIG. 13.

It is appreciated that the unpredictably varying generating
circuitry may vary at least one of at least one applied signal
and the circuit topography at various times, such as when the
key entry device is switched on, during idle mode and during
operation.

It is appreciated that at least some and preferably all of the
selection functions carried out by unpredictably varying sig-
nal generating circuitry 1002 are unpredictable to an extent
that in practice the signal or signals generated thereby vary in
an unpredictable manner from the standpoint of a potential
hacker. It is further appreciated that the circuitry 1002 may
include multiple replications of the circuitry shown in FIGS.
12 and 13 in whole or in part, with or without changes thereto,
in order to enhance its unpredictability.

Reference is now made to FIG. 14, which is a simplified
flowchart illustrating the operation of the functionality of
FIG. 12 and FIG. 13 forming part of ATPA 110 (FIG. 1).

Asseen in FIG. 14, ATPA 110 (FIG. 1) preferably selects a
specific signal to be generated by a selected signal generator,
for example by selecting the state of multiplexer 1015 and
selection of signal generator 1017 (FIG. 13). This selection is
preferably made by SGS (signal generator selector) circuitry
1010 and SSS (specific signal selector) circuitry 1012 (FIG.
12).

As also seen in FIG. 14, the ATPA 110 (FIG. 1) preferably
selects the static or time-varying effective circuit topography
of'the circuit, such as circuitry shown in FIG. 13, by selecting
the one or more applied signal locations, such as locations 1,
2,3 and 4, at which applied signals are to be applied, such as
by selecting the state of demultiplexer 1023 (FIG. 13). This
latter selection is preferably effected by ASLS (applied signal
location selector) circuitry 1020 (FIG. 12).

ATPA 110 preferably also selects the components to be
included in the circuitry, such as the circuitry shown in FIG.
13, by selecting the open/closed states of switches 1026, for
example FETs 1027, 1029 and 1031 and one or more multi-
plexers 1033 and demultiplexers 1035 (FIG. 13). This selec-
tion is preferably effected by CS (component selector) cir-
cuitry 1024 (FIG. 12).

ATPA 110 preferably further selects one or more compo-
nent values of the selected components to be placed in circuit,
for example by selecting the state of one or more multiplexers
1039 and demultiplexers 1041 in the circuit of FIG. 13. This
selection is preferably effected by CVS (component value
selector) circuitry 1036 (FIG. 12).

ATPA 110 still further preferably selects one or more volt-
age level for one or more ground, power line, and voltage
clamp in circuit with the one or more applied signals, for
example by selecting the state of demultiplexer 1047 and FET
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1049 in the circuitry of FIG. 13. This selection is preferably
effected by VLLS (voltage level/location selector) circuitry
1044 (FIG. 12).

ATPA 110 preferably also selects one or more location
where one or more unpredictable signals are supplied to con-
ductors 106, such as grid elements 105 (FIG. 1), for example
by selecting the state of multiplexer 1053 in the circuitry of
FIG. 13. This selection is preferably effected by USOLS
(unpredictable signal origin location selector) circuitry 1050
(FIG. 12).

ATPA 110 additionally preferably selects one or more loca-
tion where one or more unpredictable signals are supplied,
such as one or more data lines or locations along grid ele-
ments 105, for example by selecting the state of multiplexer
1063 in the circuitry of FIG. 13. This selection is preferably
effected by USSLS (unpredictable signal supply location
selector) circuitry 1060 (FIG. 12).

ATPA 110 further preferably also selects one or more loca-
tions at which one or more received signals are received, for
example by selecting the state of multiplexer 1073 in the
circuitry of FIG. 13. This selection is preferably effected by
RSLS (received signal location selector) circuitry 1070 (FIG.
12).

It is appreciated that one or more of the above selections
may be obviated.

The selected one or more applied signals are applied to the
circuit at the selected one or more applied signal locations and
the actual received signals are received from the conductors
106 at the selected one or more received signal locations.

The selections from SGS 1010, SSS 1012, ASLS 1020, CS
1024, CVS 1036, VLLS 1044, USOLS 1050, USSLS 1060
and RSLS 1070, and/or characteristics thereof, are supplied
to the expected received signal characteristic storage/calcu-
lation circuitry (ERSCS/CC) 1110 (FIG. 12). If a library
function of ERSCS/CC 1110 is employed, the inputs from
selection circuitry 1010,1012, 1020, 1024,1036, 1044, 1050,
1060 and 1070 may be used to retrieve a corresponding stored
expected received signal. If a calculation function of
ERSCCC 1110, such as that based, for example, on SPICE
functionality, is employed, the inputs from selection circuitry
1010, 1012, 1020, 1024, 1036, 1044, 1050, 1060 and 1070
may be used to calculate a corresponding stored expected
received signal.

The one or more actual received signals and/or character-
istics thereof are compared with the corresponding one or
more retrieved and/or calculated expected received signals
and/or characteristics thereof by comparator 1120. The dif-
ference output of the comparator is applied to a threshold
which may be a variable threshold, determined by tampering
alarm threshold circuitry 1130 based on inputs from selection
circuitry 1010, 1012,1020,1024,1036, 1044,1050,1060 and
1070.

If exceedance of an applicable threshold occurs, a provi-
sional or definitive tampering alarm may be generated and
optionally a validation function is carried out. A preferred
validation function is to apply one or more additional applied
signals, to receive actual received signals responsive thereto
and to compare them with the corresponding expected
received signals as described above.

Reference is now made to FIGS. 15A and 15B, which show
Bode plots and corresponding circuit diagrams for an exem-
plary effective circuit in respective non-tampered and tam-
pered states. In the illustrated exemplary effective circuit,
tampering shorts out inductor L.2.

Itis appreciated by persons skilled in the art that the present
invention is not limited by what has been particularly shown
and described hereinabove. Rather the scope of the present
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invention includes both combinations and subcombinations
of various features described hereinabove as well as varia-
tions and modifications thereto which would occur to a person
of skill in the art upon reading the above description and
which are not in the prior art.

The invention claimed is:

1. An anti-tampering protection assembly for sensing tam-
pering with at least one conductor, said anti-tampering pro-
tection assembly comprising:

unpredictably varying signal generating circuitry, con-

nected to said at least one conductor, for providing
unpredictably varying signals, which are unpredictable
in the sense that a potential tamperer could not ascertain
what they are in sufficient time to enable him to emulate
them, on said at least one conductor; and

tampering sensing circuitry for sensing tampering with

said at least one conductor,

said unpredictably varying signal generating circuitry

comprising:
signal generating circuitry; and
topography generation circuitry operative to vary the
configuration of an effective circuit through which
said signals pass, such that the characteristics of said
signals vary unpredictably, said topography genera-
tion circuitry including at least one of:
applied signal location selector (ASLS) circuitry,
which selects one or more locations at which one or
more selected signals from a selected signal gen-
erator are applied;
component selector (CS) circuitry, which selects one
or more components to be placed in circuit with
said one or more selected signals;
component value selector (CVS) circuitry, which
selects one or more component values of the
selected components to be placed in circuit with
said one or more selected signals
voltage level/location selector (VLLS) circuitry,
which selects one or more voltage level for one or
more ground, power line, and voltage clamp in
circuit with said one or more selected signals;
unpredictable signal origin location selector
(USOLS) circuitry, which selects one or more loca-
tions from which one or more unpredictable signals
are supplied to conductors;
unpredictable signal supply location selector (US-
SLS) circuitry, which selects one or more locations
at which one or more unpredictable signals are
supplied; and
received signal location selector (RSLS) circuitry,
which selects one or more locations at which one or
more received signals are received.

2. The anti-tampering protection assembly according to
claim 1 and wherein said unpredictably varying signal gen-
erating circuitry applies said unpredictably varying signals at
various locations along said at least one conductor.

3. The anti-tampering protection assembly according to
claim 1 and wherein said unpredictably varying signals
include analog signals.

4. The anti-tampering protection assembly according to
claim 1 and wherein said tampering sensing circuitry senses
tampering with said at least one conductor by sensing
changes in said unpredictably varying signals resulting from
said tampering.

5. The anti-tampering protection assembly according to
claim 1 and wherein said unpredictably varying signal gen-
erating circuitry operates by at least one of changing the
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topology of said unpredictably varying signal generating cir-
cuitry and changing at least one applied signal applied
thereto.

6. The anti-tampering protection assembly according to
claim 5 and wherein said unpredictably varying signal gen-
erating circuitry includes circuitry wherein at least one of the
following is supplied to said tampering sensing circuitry:

circuit components;

circuit component values;

ground connections;

locations at which said at least one applied signal is

applied;

locations from which an unpredictable signal is supplied to

said at least one conductor;

locations at which an unpredictable signal is supplied to

said at least one conductor; and

locations from which at least one received signal is

received.

7. The anti-tampering protection assembly according to
claim 1 and wherein said unpredictably varying signal gen-
erating circuitry comprises signal generation circuitry having
unpredictable input signal generation functionality.

8. The anti-tampering protection assembly according to
claim 1 and wherein said at least one conductor comprises
multiple disparate grids located at various locations in said
unpredictably varying signal generating circuitry.

9. The anti-tampering protection assembly according to
claim 1 and wherein said at least one conductor comprises a
multiplicity of closely spaced conductors.

10. The An anti-tampering protection assembly according
to claim 1 and wherein at least part of said at least one
conductor forms part of at least one of a protective circuit,
data line and control line.

11. The anti-tampering protection assembly according to
claim 1 and wherein at least part of said at least one conductor
forms part of at least one of an integrated circuit and a printed
circuit board.

12. The anti-tampering protection assembly according to
claim 1 and wherein said tampering sensing circuitry com-
prises a library of stored expected received signals.

13. The anti-tampering protection assembly according to
claim 1 and wherein said tampering sensing circuitry com-
prises calculation functionality for calculating expected
received signals.

14. The anti-tampering protection assembly according to
claim 13 and wherein said calculation functionality employs
Simulation Program with Integrated Circuit Emphasis
(SPICE) functionality.

15. The anti-tampering protection assembly according to
claim 1 and wherein said tampering sensing circuitry includes
a comparator which ascertains a difference between an
expected received signal and an actual received signal.

16. The anti-tampering protection assembly according to
claim 15 and wherein said assembly is operative in response
to exceedance of said threshold to generate a tampering
alarm.

17. The anti-tampering protection assembly according to
claim 1 and wherein said at least one conductor is physically
arranged to at least partially surround an object to be pro-
tected and to impede physical access thereto.

18. The anti-tampering protection assembly according to
claim 1 and wherein said at least one conductor is connected
to said tampering sensing circuitry.

19. The anti-tampering protection assembly according to
claim 1 and wherein said at least one conductor is arranged on
a protective enclosure in which or on which are located at
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least one of security-sensitive components storing sensitive
data and data lines carrying security-sensitive information.

20. The anti-tampering protection assembly according to
claim 1 and wherein said unpredictably varying signal gen-
erating circuitry is embodied in circuitry which includes dis-
crete active components.

21. The anti-tampering protection assembly according to
claim 1 and wherein said unpredictably varying signal gen-
erating circuitry is embodied in a secure keypad device.

22. The anti-tampering protection assembly according to
claim 21 and wherein at least part of said unpredictably vary-
ing signal generating circuitry is embodied in circuitry which
is incorporated in a controller which controls the operation of
said secure keypad device.

23. The anti-tampering protection assembly according to
claim 1 and wherein said topography generation circuitry
includes at least two of said ASLS circuitry, said CS circuitry,
said CVS circuitry, said VLLS circuitry, said USOLS cir-
cuitry, said USSLS circuitry and said RSLS circuitry.

24. The anti-tampering protection assembly according to
claim 1 and wherein said topography generation circuitry
includes at least three of said ASLS circuitry, said CS cir-
cuitry, said CVS circuitry, said VLLS circuitry, said USOLS
circuitry, said USSLS circuitry and said RSLS circuitry.

25. The anti-tampering protection assembly according to
claim 1 and wherein said topography generation circuitry
includes said ASLS circuitry, said CS circuitry, said CVS
circuitry, said VLLS circuitry, said USOLS circuitry, said
USSLS circuitry and said RSLS circuitry.

26. The anti-tampering protection assembly according to
claim 1 and wherein:

said topography generation circuitry includes said ASLS

circuitry; and

said ASLS circuitry provides an applied signal location

selection output to at least one applied signal selection
switch.

27. The anti-tampering protection assembly according to
claim 1 and wherein:

said topography generation circuitry includes said CS cir-

cuitry; and

said CS circuitry provides a component selection output to

at least one component selection switch.

28. The anti-tampering protection assembly according to
claim 27 and wherein said at least one component selection
switch includes at least one of a Field-Effect Transistors
(FETs), a multiplexer and a demultiplexer.

10

15

20

25

30

35

40

45

26

29. The anti-tampering protection assembly according to
claim 1 and wherein:
said topography generation circuitry includes said CVS
circuitry; and
said CVS circuitry provides a component value selection
output to at least one component value selection switch.
30. The anti-tampering protection assembly according to
claim 1 and wherein:
said topography generation circuitry includes said VLLS
circuitry; and
said CVS circuitry provides a voltage level/location selec-
tion output to at least one voltage level/location selection
switch.
31. The anti-tampering protection assembly according to
claim 1 and wherein:
said topography generation circuitry includes said USOLS
circuitry; and
said one or more locations include one or more grid ele-
ments.
32. The anti-tampering protection assembly according to
claim 1 and wherein:
said topography generation circuitry includes said USOLS
circuitry; and
said USOLS circuitry provides an unpredictable signal
origin location selection output to at least one unpredict-
able signal origin selection switch.
33. The anti-tampering protection assembly according to
claim 1 and wherein:
said topography generation circuitry includes said USSLS
circuitry; and
said one or more locations include at least one of one or
more data lines and one or more grid elements.
34. The anti-tampering protection assembly according to
claim 1 and wherein:
said topography generation circuitry includes said USSLS
circuitry; and
said USSLS circuitry provides an unpredictable signal sup-
ply location selection output to at least one unpredict-
able signal supply selection switch.
35. The anti-tampering protection assembly according to
claim 1 and wherein:
said topography generation circuitry includes said RSLS
circuitry; and
said RSLS circuitry provides a received signal location
selection output to at least one received signal selection
switch.



